MONT

Group of companies

\

O KnbepbeszonacHOCTU
MPOCTbIMM CNOBAMMU

Omutpun Yanos, TexHononuc
AHTOH KoBaneHyeHKo, MOHT

Y3HaWTe, KTO B Bawen KomnaHum «Cnaboe 3BeHO»


http://ms-security.mont.com/index2.html

MONT
Group of companies

OmunTtpnn Yanos — pykoBoauUTEIb HanNnpaBAEHUA NPOEKTOB,
KomnaHua « TEXHOMOJTINC»

- Microsoft® Certified Solutions Expert: Cloud Platform and
Infrastructure

O cnuKepe

- Microsoft® Certified Solutions Expert: Productivity

JKcnepT No peleHnam 6e30nacHOCTN B SKOCUCTEME
Microsoft

fb.com/Dmitry.Uzlov



Cybersecurity Reference Architecture

| R Microsoft Threat Experts | | R Incident Response, Recovery, & CyberOps Services

/7 Azure Sentinel — Cloud Native SIEM and SOAR (Preview)

L___-
: g Vun Cloud App || Azure Microsoft || Office 365 || Azure
1 Mgmt 1 | Security Security Center Defender £
T "
:@ MSSP &N | Advanced Threat Protection (ATP)
= 1T 1T 1T 1T
I |
I Graph Security API — 3 Party Integration
¥ - -—-—-—------ .
Al Log | i |
L _ef‘ _&_ o9 'ltfg_raf":“_ [ e —————— ———————————

April 2019 — https://aka.ms/MCRA | Video Recording | Strategies

. .. __
This is interactive! -

1.  Present Slide
2. Hover for Description
3. Click for more information

Roadmaps and Guidance

1. Securing Privileged Access

Office 365 Security

3. Rapid Cyberattacks
(Wannacrypt/Petya)

== Office 365

Secure Score
Customer Lockbox

Dynamics 365

Information Protection

Unmanaged &
Mobile Devices

o e
.|

Intune MDM/MAM

Managed Clients

I_

System Center
Configuration Manager

Microsoft Defender ATP

| BOeammEnZs

i
i

Hybrid Cloud Infrastructure H

1

1

On Premises Datacenter(s)

3rd party laaS

Microsoft Azure

Azure Information

Threat
Analytics

Secure
Score

Network protection  App control
Credential protection Isolation
Exploit protection Antivirus

Reputation analysis
Full Disk Encryption

Attack surface
reduction

Behavior monitoring

Windows 10 Enterprise Security

Azure Security Center — Cross Platform Visibility, Protection, and Threat Detection

Configuration Hygiene

£ Azure  Security
Firewall ~ Appliances
-] 4 oo

mm Windows Server 2019 Security

Window 10 + Just Enough Admin, Hyper-V Containers, Nano server, and more...

Ll |
Shielded VMs

Just in Time VM Access

Adaptive App Control

/A Azure Policy

@ Azure Key Vault
&€ Azure WAF

m Azure Antimalware

Application & Network
Security Groups

A

A Backup & Site
Recovery

Protection (AIP)
Discover
Classify
Protect
Monitor
Hold Your Own Key (HYOK)

Classification Labels

AIP Scanner

FEEETA...

|:| Office 365

» Data Loss Protection
= » Data Governance

» eDiscovery

% Azure SQL
Threat Detection

Disk & Storage
Encryption

ﬁé loT and Operational Technology Included
with Azure
- - (VMs/etc.)
| Windows 10 loT | N | loT Security Maturity Model | Premium
S Security

| Azure loT Security |

Azure Sphere

| loT Security Architecture

| Feature

Confidential
Computing

DDoS attack
Mitigation+Monitor

Identity & Access

Azure Active

\

i

Directory

<&— Conditional Access - Identity Perimeter Management

1
J: £ Cloud App Security 4—”

% Azure AD Identity
Protection
Leaked cred protection

Behavioral Analytics
eeoe

® Azure AD PIM

Multi-Factor
Authentication

» Azure AD B2B
<P Azure AD B2C

< Hello for Business

® MIM PAM

Azure ATP

- A —

Ll

Active Directory

- | SQL Encryption &

ESAE Admin Forest

— Data Masking

| % Azure SQL Info
Protection

= @ Microsoft Defender ATP

| Compliance Manager

S Mode - -
| Security Development Lifecycle (SDL) | _Trust Center Intelligent Security Graph

" Microsoft


https://docs.microsoft.com/en-us/sccm/
https://blogs.office.com/2015/04/21/announcing-customer-lockbox-for-office-365/
https://support.office.com/en-us/article/Introducing-the-Office-365-Secure-Score-c9e7160f-2c34-4bd0-a548-5ddcc862eaef
https://aka.ms/SPARoadmap
https://aka.ms/O365SecRoadmap
http://aka.ms/rapidattack
https://docs.microsoft.com/en-us/azure/active-directory/
https://aka.ms/cyberpaw
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https://www.microsoft.com/en-us/cloud-platform/cloud-app-security
https://aka.ms/graphsecuritydocs
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https://docs.microsoft.com/en-us/azure/active-directory-b2c/
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-b2b-what-is-azure-ad-b2b
https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-security-architecture
http://www.iiconsortium.org/pdf/SMM_Description_and_Intended_Use_2018-04-09.pdf
https://azure.microsoft.com/en-us/blog/introducing-microsoft-azure-sphere-secure-and-power-the-intelligent-edge/
https://www.microsoft.com/en-us/cloud-platform/azure-information-protection
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https://docs.microsoft.com/en-us/azure/security/azure-security-antimalware
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https://www.microsoft.com/en-us/WindowsForBusiness/Windows-security
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https://www.microsoft.com/en-us/WindowsForBusiness/windows-atp
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https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-atp/threat-analytics-dashboard-windows-defender-advanced-threat-protection
https://www.microsoft.com/en-us/cloud-platform/windows-server-security
https://azure.microsoft.com/en-us/services/expressroute/
http://www.microsoft.com/SDL
https://aka.ms/STP
https://www.microsoft.com/trustcenter
https://www.microsoft.com/security/intelligence
https://technet.microsoft.com/en-us/windows-server-docs/security/guarded-fabric-shielded-vm/guarded-fabric-and-shielded-vms
https://azure.microsoft.com/en-us/blog/security-and-compliance-in-azure-stack/
http://aka.ms/pam
https://www.microsoft.com/security/blog/2019/01/17/windows-defender-atp-integrates-with-microsoft-information-protection-to-discover-protect-and-monitor-sensitive-data-on-windows-devices/
https://docs.microsoft.com/en-us/azure/firewall/overview
https://aka.ms/AzureSentinel
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/sql-database/sql-database-threat-detection
https://msdn.microsoft.com/en-us/library/dn948096.aspx
https://azure.microsoft.com/en-us/blog/introducing-sql-information-protection-for-azure-sql-database-and-on-premises-sql-server/
https://www.microsoft.com/en-us/cloud-platform/cloud-app-security
https://blogs.office.com/2013/10/28/office-365-compliance-controls-data-loss-prevention/
https://blogs.office.com/2013/10/28/office-365-compliance-controls-data-loss-prevention/
https://support.office.com/en-us/article/Manage-data-governance-in-Office-365-48064107-fed2-4db0-9e5c-aa5ddd5ccb09
Simplifies the eDiscovery process and helps analyze unstructured data within Office 365, efficiently review documents, and make scope reduction decisions for eDiscovery.
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-atp/microsoft-threat-experts
https://www.microsoft.com/en-us/microsoftservices/campaigns/cybersecurity-protection.aspx#stage-3
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3aWnMTa OT HEABTOPWM30BAHHOIO
A0CTYNa K AaHHbIM Ha AUCKEe

BitLocker Drive Encryption

Enter the password to unlock this drive

Press the Insert key to see the password as you type.

II-:-Z|: protect vour files and folders from unauthorized access by protecting your drives with Bitlocke:

Operating system drive

findows (C:) BitLocker on

Fixed data drives
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My Dashboard - Microsoft 365
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admin@M365x44367... @
contoso P

& devicemanagement.microsoft.com

Microsoft 365 Device Management

«

My Dashboard » - Newdashboard 7 Upload ¥ Download ¢ Edit " Fullscreen [ Clone il Delete

E Dashboard
*= All services
FAVORITES
Device enrollment
Dﬁ Device compliance
U Conditional Access
"__ Security Baselines
Q} Device configuration
l:] Devices
Desktop Analytics

BB software updates

Device enrollment

OKe

No Intune enrollment
failures last 7 days

Client apps

OKe

No installation failures

Device compliance

Create policies in Intune

stay compliant

Create policies

Device configuration

Create and assign profiles
to manage and control
features and functionality
on devices

Create profiles

App protection policy user status

STATUS 105 USERS

ANDROID USERS

Create and assign policies to see the data

Welcome to Microsoft 365 Device Management

Microsoft 365 Device Management gives you easy access to device and client app
management capabilities from the cloud. It enables secure productivity across all of
your device types, including Windows, i0S, macOS, and Andreid. In Device
Management you can:

¢ Enroll and configure your devices

¢ Upload and distribute your apps

* Protect your organization's data

¢ Cloud-enable computers enrolled with Configuration Manager
¢ Monitor and troubleshoot your deployments

Tutorials and articles

Learn about Device Management
Get your device enrolled
Get started with cloud-based mobility management

Client apps Set up Intune Data Warehouse

Users
Intune enrolled devices Device compliance status Device configuration profile status

Groups
LAST UPDATED 12/31/1, 4:07:02 PM

¢ Roles PLATFORM DEVICES STATUS DEVICES STATUS USERS USER WEEK TREND DEVICES DEVICE WEEK TREND
X Troublesheot

No results No results No results

% Tenant Status

Assign licenses to users and enroll devices with
Intune to see the data

Enroll devices to view insights

Create and assign policies to view insights
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1 Account Found

J

IsaiahL@M365x443679.0nMicrosoft.com

Add Account

Skip
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CONTOSO

isaiahl@m365x443679.onmicrosoft.com

Enter password

Contoso

©2019 Microsoft Terms of use  Privacy & cookies
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isaiahl@n

Enter password

Contoso

©®2019 Microsoft

Terms of use

Privacy & cookies
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10:07 AM  Wed Jul 17 =T Q2100% -

CONTOSO

isaiahl@m365x443679.onmicrosoft.com

Help us keep your device
secure

Your sign-in was successful but your admin
requires your device to be managed by Contoso to
access this resource.

Sign out and sic ent account

More details

Contoso

©2019 Microsoft Terms of use  Privacy & cookies




4 Outlook 1

Enroll your device

& portal.manage.microsoft.com

ompany Portal

o

<

Enroll your device
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« Safari 10:08 AM Wed Jul 17 = @2100% =

Contoso

Set up Contoso access

Let's set up your device to access your email, devices, Wi-Fi,
and apps for work.

You will need to:

Get your device managed

you to

Update device settings

) might ne {

Postpone
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4 Safari 10:08 AM Wed Jul 17 = 2 100% .

£ Back

What can Contoso see?

® Contoso can never see:

Contoso may see:

Learn more




4 Safari 10:08 AM Wed Jul 17

£ Back

What's next?

1. Allow download of Management Profile

Your browser will open and ask you to allow the download. it'll be saved in
your Settings app.

2. Allow redirection to the Company Portal

After the profile downloads, we'll redirect you back to the app and walk you
through installing it so you can finish setting up your access.

Learn more about what happens next

= 2 100% .
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4 Comp Portal 10:08 AM Wed Jul 17

@ portal.manage.microsoft.com (&7

Enroll your £ Microsoft Intune Web C...

Contoso

Download management profile
When prompte: elect Allow to download the profile.
After it downloads, select Done to continue.

App not opening? Open it now,

This website is trying to download a configuration
profile. Do you want to allow this?

MONT
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4 Comp Portal 10:08 AM Wed Jul 17

@ portal.manage.microsoft.com

Microsoft Intune Web C...

Contoso

Download management profile
When prompted, select Allow to download the profile.
After it downloads, select Done to continue.

App not opening? Open it now,

Profile Downloaded




4 Comp Portal 10:08 AM Wed Jul 17

& portal.manage.microsoft.com

Contoso

Download management profile

When prompte elect Allow to download the profile.

After it downloads, select Done to continue.

App not opening? Open it now,

Open this page in "Comp Portal”?

3 Microsoft Intune Web C...
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« Safari 10:08 AM Wed Jul 17

{ Back

You'll need to install the Manageme
Profile to continue

1. Find the profile in Settings
You may see an option to Install Downloaded Profile at the top.

Otherwise you can find the downloaded Management Profile under Settings
> General > Profiles.

Don't see the profile? Dow

2. Install the profile

Select Install Profile on the Management Profile that you downloaded. Tap
through several iOS screens to complete the installation.

3. Open the Company Portal app again to complete setup

See detailed instructions

ed the pro

Continue

= @2100% -
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10:08 AM  Wed Jul 17

Settings

Megan Bowen

Apple ID, iCloud, iTunes & App St..

Profile Downloaded

Airplane Mode
Wi-Fi

Bluetooth

Notifications
Sounds

Do Not Disturb

2
0
8

Screen Time

Control Center
Display & Brightness
Wallpaper

Siri & Search

Touch ID & Passcode

Batter

General

About

Software Update

AirDrop
Handoff

Multitasking & Dock

Accessibility

iPad Storage

Background App Refresh

Date & Time
Keyboard
Language & Region

Dictionary

iTunes Wi-Fi Sync
VPN

Profile

Regulatory

MONT
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10:08 AM  Wed Jul 17

Settings

Megan Bowen
Apple ID, iCloud, iTunes & App St..

Profile Downloaded

Airplane Mode
Wi-Fi

Bluetooth

Notifications
Sounds
Do Not Disturb

Screen Time

Control Center
Display & Brightness
Wallpaper

Siri & Search

Touch ID & Passcode

Batter

Profile

Management Profile
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Settings

Megan Bowen

Apple ID, iCloud, iTunes & App St..

Profile Downloaded

Airplane Mode
Wi-Fi

Bluetooth

Notifications
Sounds
Do Not Disturb

Screen Time

Control Center
Display & Brightness
Wallpaper

Siri & Search

Touch ID & Passcode

Batter
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= Q2100% -

Install Profile Install

@ Management Profile

10SProfileSigning.manage.microsoft.com
i
Install this profile to get access to your company apps

Device Enroliment Challenge

More Details
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10:08 AM  Wed Jul 17 = Q2100% .

Install Profile

Settings

Management Profile

Megan Bowen

Apple ID, iCloud, iTunes & App St... Signed by 10SProfileSigning.manage.microsoft.com

Verified

get access to your company apps
Enter Passcode

Profile Downloaded hallenge

Airplane Mode Enter your passcode

TP lloaded Profile
Wi-Fi

Bluetooth

Notifications
Sounds
Do Not Disturb

Screen Time

General

Control Center
Display & Brightness
Wallpaper

Siri & Search

D080 D0 E

Touch ID & Passcode

Batter
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Settings

Megan Bowen

Apple ID, iCloud, iTunes & App St...

Profile Downloaded

Airplane Mode
B wiFi
8 Bluetooth

@ Notifications

m Sounds

Do Not Disturb

Control Center

LYy Display & Brightness
Wallpaper

Siri & Search

Touch ID & Passcode

7 @2100% -

Installing Profile

Management Profile

y 10SProfileSigning.manage.microsoft.com

Verified
Install this profile to get access to your company apps

Device Enroliment Challenge

More Details

Install Profile

MONT
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Settings

Megan Bowen

Apple ID, iCloud, iTunes & App St.

Profile Downloaded

Airplane Mode
Wi-Fi

Bluetooth

Notifications
Sounds
Do Not Disturb

Screen Time

Control Center
Display & Brightness
Wallpaper

Siri & Search

Touch ID & Passcode

Batter

= @2 100% -

Warning Install

Installing the certificate “Microsoft Intune Root
Certification Authority” will add it to the list of trusted
certificates on your iPad.

Installing this profile will allow the administrator at
"https://i. manage.microsoft.com/DeviceGatewayProxy/
ioshandler.ashx” to remotely manage your iPad.

The administrator may collect personal data, add/
remove accounts and restrictions, install, manage, and
list apps, and remotely erase data on your iPad.

MONT
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Settings

Megan Bowen

Apple ID, iCloud, iTunes & App St...

Profile Downloaded

Airplane Mode
Wi-Fi

Bluetooth

0

Notifications

Sounds

Do Not Disturb

e

Screen Time

Control Center
Display & Brightness
Wallpaper

Siri & Search

0068 ®

Touch ID & Passcode

Batter

= Q2100% -

Warning In

Installing the certificate “Microsoft Intune Root
Certification Authority” will add it to the list of trusted
certificates on your iPad.

Installing this profile will allow the administrator at
"https://i.manage.microsoft.com/DeviceGatewayProxy/
ioshandler.ashx” to remotely manage your iPad.

The administrator may collect personal data, add/
remove accounts and restrictions, install, manage, and
list apps, and remotely erase data on your iPad.

Remote Management

MONT
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Settings

Q0

®
o))
8

Megan Bowen

Apple ID, iCloud, iTunes & App St...

Airplane Mode
Wi-Fi

Bluetooth

Notifications
Sounds
Do Not Disturb

Screen Time

Control Center
Display & Brightness
Wallpaper

Siri & Search

Touch ID & Passcode
Battery

Privacy

= 2100% .

Profile Installed Done

@ Management Profile

y 10SProfileSigning. manage.microscft.com
v
Install this profile to get access to your company apps

Mobile Device W
dentity
ertificates

More Details
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Device Management

Settings
Management Profile

Megan Bowen
Apple ID, iCloud, iTunes & App St...

Airplane Mode

Wi-Fi

Q0

Bluetooth

Notifications

Sounds

Do Not Disturb

®
)]
8

Screen Time

Control Center
Display & Brightness
Wallpaper

Siri & Search

Touch ID & Passcode
Battery

Privacy
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Contoso

Set up Contoso access

Let's set up your device to access your email, devices, Wi-Fi,
and apps for work.

You will need to:

Get your device managed
Cor 0 uires you to install a Management Profile to secure
your device

Update device settings
Contoso mig’

“Comp Portal” Would Like to

Learn more about

Postpone
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Contoso

Set up Contoso access

Let's set up your device to access your email, devices, Wi-Fi,
and apps for work.

You will need to:

Get your device managed

re 1toir

Update device settings

might nee

Learn more

Continue
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{ Back

App Installation

This may take L n your device

Confirming d
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Contoso

You're all set!

You should now have access to your email, devices, Wi-Fi, and
apps for work.

Get your device managed
\toso re

Update device settings

toso might nee w to tak

Learn mo
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Apps

Recently Published

SAP Fiori Client

-

Microsoft PowerPoint
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View All Apps

Microsoft Word
M C

a Microsoft Outlook
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1 Account Found

J

IsaiahL@M365x443679.0nMicrosoft.com

Add Account

Skip
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Focused  Other Surprise Birthday Planning

Mauricio August

o Team Bon

Your organization is now
protecting its data in this app.
You need to restart the app to

continue.

Miguol Garcia

Focused Inbox

Find the email you need to
act on right here.

Skip . =

. J
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Installing...
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vy

To access your organization's data with this app, set
a PIN.

OO0

Your organization has required your PIN to have at least one letter or
special character. Ex. 111a or #111.

&

return

it
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Focused Other =) Filter
Automatic Replies Turn Off

Last Week

H Christie Cline
o Northwind Acquisition Details
i te He cur

Joni Sherman
Sports statistics

Lee Gu
> Expense reports

App restart required

Lidia Holloway
~ Project update?

MOD Administrator
o Code Blue.docx has been protec...

Select an item to read

Joni Sherman
o Fabrikam order is ready for invoic...

d e Fab

Nestor Wilke
o Please send customer info

Alex Wilber
® Northwind Proposal
} € latest r

=
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@ Inbox “

Focused Other

Automatic Replies Turn Off

Christie Cline
Northwind Acquisition Details

Joni Sherman
Sports statistics

Lee Gu
Expense reports

Lidia Holloway
Project update?

MOD Administrator
Code Blue.docx has been protec...

Joni Sherman
Fabrikam order is ready for invoic...

Nestor Wilke

Please send customer info

Alex Wilber
Northwind Proposal
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Select an item to read
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............................................................................................................................................................................................................................................

Identity Devices Apps & data Infrastructure



LleHnTp 6e3onacHocT Microsoft 365

Microsoft 365 security

I @ Home

Microsoft Secure Score Users at risk

Secure Score: 46% Data isn't available right
now
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Welcome to the Microsoft 365 security
center

Intro

Device compliance Privileged OAuth apps

23% noncompliant 13 privileged OAuth apps

Int d App

View details
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http://ms-security.mont.com/index2.html

